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Dear Ms. Cummings,

We are grateful for the opportunity to submit revisions and clarifications to our Proposal (NLM No. 23), as requested in your letter dated August 17, 1999.  This response is directed toward the specific Technical Issues identified by the Technical Evaluation Group.  The response to the Business Issues is in a separate document.  Our response to the technical issues is organized on the basis of the specific questions or issues raised by the reviewers.  The issues are addressed in the order they appeared in your letter.

Kindly note that all references to the original proposal are made either in page numbers or as Appendices listed alphabetically.  To avoid confusion, supplementary materials in this document will be referred to as Attachments and numbered numerically.  We are adding four Attachments in this response: (1) UMHS draft security policy, (2) David Mendez’ CV, (3) Erika Engelhardt’s CV, and (4) MCIT letter of commitment.

1.  Multiple applications:  We are asked to comment on the following assessment. “This proposal has a large number of projects. Virtually every possible application is contemplated.  It would be better if it were focused on several defined pilot projects.  A result is to obtain large budget for a massive project.  It will be difficult for the multiple projects to be carried out and evaluated.”


First, in response, “virtually every application” is not contemplated in the proposal.  Rather, the proposed applications were selected on the basis of (1) their importance in health care (with a primary focus on children and prenatal care); (2) commonality with extant telemedicine priorities at this institution: and (3) perceived range of challenges and potential in the use of NGI.

Nevertheless, this particular issue was contemplated when we prepared our application.  Interestingly, our concern was driven by the same issues expressed by the reviewers, namely, whether or not the proposed NGI-based clinical applications constituted an integrated set; whether we can bring this set of applications to a successful conclusion during the project period; and whether the scope of the project would expand the budget beyond reasonable levels. 

The decision to focus on the three applications incorporated in our proposal was based on the following considerations.  After discussing these considerations, we will explain how we organized the support structure to limit the overall budget.  

(a) Major focus on child and prenatal health services.  The proposed set of applications consists of only three specific services in pediatrics, namely, acute care, surgery, and congenital anomalies (the latter jointly with OB/GYN); child and adolescent psychiatry; and adult cardiology.  It may be appreciated that we chose pediatric and prenatal health services, which includes child and adolescent psychiatry as a major focus of this project.  Adult cardiology was added for practical as well as opportunistic reasons. The VA is already embarking on a major investment in building a sophisticated infrastructure within this region, which is linked to the University of Michigan Health System (UMHS).  Dr. Starling, Chief of the Cardiology Section at the Ann Arbor VA Medical Center is planning to expand the scope of this network with funds from the VA.  Therefore, its inclusion in our project would provide us with additional expertise and resources to test additional hypotheses concerning scalability, Quality of Service, security, and clinical effectiveness without significantly adding to our budget.  

In brief, all the proposed applications are concerned with children, with the single exception of adult cardiology, supported mostly by the VA, which has potentially important conclusions not only for adult but also for pediatric cardiac care.  

The core of clinicians and researchers working on these applications has been serving as a team for the past several years in testing the feasibility and effects of telemedicine on a range of child health and prenatal services.  They have functioned well as a team, and they are expected to maintain the course and to expand the scope of their work in this project.  

(b) Technical considerations in terms of scalabilty.  As indicated in our proposal, the advent of the NGI will redefine the research agenda in telemedicine, with increasing focus on the fit between specific clinical applications and technological capabilities, and a search for ways of capitalizing efficiently on the enormous capabilities of emergent NGI technology.  The range of clinical services proposed for study will enable us to assess scalability and bandwidth requirements and their interaction in related clinical services.  Of significant interest is the assessment of technological requirements (including bandwidth) for reliable and accurate clinical assessments.  In the long run, scalability issues may diminish in importance, as true broadband becomes widely available and less expensive.  For the time being, these issues remain important.   
(c) Economic viability and sustainability.  It has been widely observed that the growth of telemedicine both nationally and internationally has lagged behind reasonable expectation.  This is not so much in terms of number of projects or systems but in volume of use, especially in clinical care. Limited categorical clinical applications (dermatology, psychiatry, etc.) that did not share common resources with other applications has contributed to low volume, as did limited provider acceptance, and lack of institutional commitment.  In turn, low volume of use has adversely affected the return on investment in building and maintaining the infrastructure.  

Therefore, we were particularly concerned in designing and building a self-sustaining system, which would be readily adopted, and would continue to thrive beyond the funding stage of the study period.  We tried to incorporate several clinical applications in related areas, with a compatible and integrated core, for achieving the necessary critical mass to ensure an economically viable and self-sustaining system.  A large portion of the cost in building such a system is fixed.  Other things equal, the greater the volume of use (regardless of the reimbursement structure) the greater the return on the investment, and hence the greater potential for long term sustainability.

(d) Institutional imperatives.  The proposed project constitutes one of several initiatives to develop a statewide telemedicine network in Michigan (referred to in the proposal as the MTN).  By design as well as by economic and technical necessity, the NGI is the technology of choice for this network. A core team of clinicians, technicians, clinical investigators, and health services researchers has been working on a regular basis to design, test, deploy, organize, and manage the MTN. All applications included in the proposal have been either piloted or tested extensively.  The UMHS executive management is committed to developing a full service statewide telemedicine network, with a considerable investment from its own resources.  This includes a substantial investment in building the appropriate broadband infrastructure, as explained in the proposal.  These developmental activities are already underway, and the cost is borne by the institution.  NLM support would not only enhance our ability to expedite these plans but also to make adequate use of Internet2 or NGI capabilities in a timely fashion. 

(e) Effect on budget.  Every effort was made to minimize the budget in this proposal and to keep it within reasonable limits, while at the same time ensuring adequate funding for the proposed research.  We have requested partial support for senior investigators only.  No support was requested for their individual or departmental administrative or technical staff.  Also, we propose an efficient support and administrative structure whereby the core staff at the Telemedicine Office will render appropriate assistance to various investigators in technical deployment, data collection, and analysis.  The core staff will perform technical and support functions.  This will be not only cost-effective but would also ensure efficient oversight and integration of resources and findings, respectively. Individual investigators requiring special support for limited specialty applications will be required to use their own departmental resources.

2.  Analytic plans.  “The projects are listed, but there is no adequate analysis or plan for each of them beyond a certain level.”  (Italics our emphasis)  We are asked to comment.

We would like to respond to this issue on two levels.  The first is to acknowledge the limited detail in our proposal with regards to the analytic plan and to offer the reasons for it.  The second is to provide additional detail in the plans for analysis.  It may be appropriate to add here that the work contemplated during this phase of the testbed (Phase II) will be almost evenly divided between system development and research/evaluation.  The first 18 months will be dedicated primarily to designing, installing, and refining the system.  Model and data collection instruments will be developed and pretested during the second half of the first year, followed by one year of clinical delivery and data collection.  Hypothesis testing and data analysis will occur during the last six months of year 3, as indicated in our proposal.  While baseline data will be gathered prior to the actual deployment of the technology, performance and outcome data will be gathered after the system becomes fully operational.   

The multiple foci of the proposed research, space limitations and the need for parsimony precluded detailed descriptions of the analytic plans for each application.  Interestingly, the analytic plans for the various applications have more commonalties than differences, further attesting to the merit of our approach.

It may be recalled, we are proposing a two-tiered evaluation.  The first is what we referred to as global evaluation in the sense that it deals with the common attributes of the system as a whole.  This will serve as the common framework for all applications.  The second tier is what we referred to as application-specific evaluation.  In both instances, we identified the hypotheses to be tested or study issues to be investigated without providing detailed descriptions of methods of data collection, research protocols, and analytic designs.  We did explain briefly the study designs and basic aspects of the analytic methods (see pages 18-20), as well as methodological constraints (pages 21-22).  Additional detail is provided here.    

(a) The analytic plan for the common global evaluation will address two types of research questions or component parts. The first component is biomedical/bioengineering in nature, and it focuses on issues of clinical effectiveness and usability. Clinical effectiveness will be concerned with the accuracy, precision, reliability, sensitivity, as well as safety of specific technological configurations.  Usability assessment will be concerned with human responses to equipment design and configuration.  The in-depth analysis of clinical effectiveness and usability will be carried out for each of the clinical applications in the proposal.  However, we plan to search for and identify a set of common empirical trends that might emerge among the various applications.  These kinds of findings would constitute unique contributions to the research literature in telemedicine.  

The second component of the global evaluation addresses non-clinical delivery issues, characterized broadly as health services research.  It will be concerned with assessing the effects of NGI-based telemedicine on the interrelated issues of accessibility, utilization, quality, and cost of care in a way that allows generalization, as well as an understanding of the tradeoffs and interactions between these effects.  For instance, what happens to cost when accessibility is improved?  When accessibility barriers are reduced, would there be a commensurate increase in demand for care, or a greater risk for what health economists refer to as “moral hazard?” Would the ubiquity of web-based telemedicine create an artificial demand on the part of providers or clients?  What changes would occur in the patterns of utilization in terms of inpatient/outpatient care, intensity of care, and referrals?  What changes would occur in patterns of interpersonal interaction between referring and consulting providers and between patients and providers?  Would these changes occur uniformly across clinical applications or vary by clinical intervention? 

Descriptions of the study issues and hypotheses for the global evaluation were provided in Appendix F of the proposal, and lists of measures and variables were provided in Appendix G.  

The global analysis will be conducted in two stages.  The first will be descriptive in nature, and will be limited to descriptions of the user populations (both patients and providers), health conditions treated, technological and logistical problems encountered, and related issues.  The second will be analytical in nature, and it involves testing hypotheses pertaining to differences in episodes of care comparing the experimental group (those exposed to the intervention) with a comparable control group.  We are not yet certain whether or not we will be able to implement controlled experimental designs; whether random assignment of subjects would be feasible; or whether we have to resort to quasi-experimental designs in this phase (i.e. Phase II).  In any case, we have every intention of replicating such requirements for rigorous hypothesis testing to the extent feasible. Our research plans for Phase III, if approved in due time, will concentrate on randomized clinical trials.

One of the most important aspects of the proposed project involves developing the groundwork for impact analysis, which consists of estimating the likelihood and magnitude of the effects of NGI-based telemedicine.  It involves the selection of conceptual and empirical models for testing the hypotheses, including “cross-impact” analysis (Porter, et al, 1980), such as between access and cost or between acute care and telepsychiatry utilization.  Conceptual (or analytical) models consist of predicted patterns of effect that are consistent with theory or well-developed rationale.  Empirical models consist of statistical formulations with empirically fitted parameters.  The greater the fit between the empirical models and the data we are able to gather, the greater their precision and suitability for analysis.

Because of the significance of “interactions” among the various measures of outcome, cross-effect matrices will be developed for the analysis.  This involves arraying one list of factors (or effects) vertically and another horizontally.  The variables in the matrix may be both independent and dependent.  The individual cells in the matrix present the interaction between each column and row entry, as shown in simplified form in Figure 1 of Appendix F.  In practical terms, for example, the cross-effects of accessibility and cost would reveal the potential for increased, or “induced”, demand for care, or how reductions in travel and time barriers affect total cost or quality, and so on.

(b)  The analytic plan for the specific clinical applications will share a common core with the global evaluation, as described earlier.  In addition, each clinical application entails a few unique features by virtue of its clinical requirements and technological configurations.  The common core issues have been addressed already.  We focus here on the analytical plan that covers the few unique features of each clinical application. However, it should be emphasized that these analytic plans also share a common interest in health outcomes, diagnostic accuracy, continuity of care, interpersonal relations and cost.  The measurement tools for these aspects will be standardized with minor variations in wording to fit the specific circumstances of each application.  Additionally, the same analytical tools will be employed in fitting the data to empirical and statistical models for hypothesis testing, while respecting, or taking into account, sample size and measurement issues. 


It may be recalled that the hypotheses and/or research questions for each of these applications were presented in the proposal (see pages 17-18).  Hence, this discussion will be limited to an identification of relevant objectives, critical variables, and analytical schemes.  


Pediatric acute care seeks to ascertain the capabilities of the NGI in providing a standardized set of multimedia data for telemedicine pediatric acute care. One of the unique features of this application is the development of a technical template for the transmission of acute care variables from the referring provider to the consultant.  This template will incorporate different pieces of data (including sound, image, text, and real-time digital data) into a visually meaningful presentation for the distant consultant.  The critical pieces of information will be identified and prioritized for visual presentation as a “package standard” for pediatric acute care consultation.

We will further determine the specific effects of NGI-based telemedicine using this template on the provider/patient interaction, quality of care, and cost-effectiveness.  Provider/patient interactions will be measured by the participants’ assessments of their perceptions of and attitudes toward the various dimensions of the care process, including the ability to obtain information, the timeliness and accuracy of the information, opportunity cost, and their ability to complete the clinical encounter without face-to-face contact.  Quality of care will be measured in terms of process and outcome indicators.  These include diagnostic accuracy, adherence to current standards of care, timeliness, efficiency, resolution of clinical questions, avoidance of immediate tertiary care referral, modification of clinical care, and health status, as well as both patient and provider satisfaction.  Cost data (both fixed and variable) will be gathered for a comparison between telemedicine and traditional modes.

The analytic plan consists of comparing both patients and providers (the latter both referring and consulting) utilizing telemedicine versus patients and providers in the traditional mode.  We do not expect to be able to implement random assignment of patients to treatment and controls in Phase II.  Instead, a quasi-experimental design will be utilized, in which experimental and control patients will be matched by age, illness, and severity.   Statistical analyses of selectivity effects may be used to test the validity of the research design.


Pediatric surgery has a more limited focus as compared to the acute care component of the project.  It is primarily concerned with assessing NGI impact on diagnostic accuracy of specimens sent to the pathology department via telemedicine, the timeliness of the service and effects on surgical procedures, and clinician satisfaction with the system.  The current system suffers from the low quality video transmission between the sites and the inability to store video information adequately for future interpretation and documentation. 

The major foci of the analysis will be diagnostic accuracy, provider assessment of system performance along several dimensions, clinical decision making, and clinical- and cost-effectiveness.  Both surgeons and pathologists will be asked to rank the quality dimensions of the live/archive video method in comparison to the conventional method. Analysis of diagnostic accuracy will consist of comparing correctness of margins, tissue orientation, and incidence of errors.  Satisfaction will be measured along several parameters, including speed of service, diagnostic accuracy, and continuity.  If adequate volume is achieved in this application, there is a potential for prospective random assignment of cases for a more definitive testing of hypotheses.


The application concerned with in-utero congenital anomalies is also limited in scope to a specific intervention rather than the range of clinical services involved in pediatric acute care.  Pregnant women who are “at risk” often travel to Ann Arbor for screening for congenital abnormalities with ultrasonography.  At the same time, there is little communication between the perinatologist, ultrasonographer, pediatric surgeon, and patient regarding the overall diagnosis, in-utero progression/regression and treatment plans.  Accordingly, the research questions to be addressed are whether NGI based telemedicine will increase appropriate use of ultrasonagraphy and improve communication among providers and with families. 

The intervention will involve use of NGI telemedicine technology in remote areas to reduce barriers to care, such as inconvenience and expense. It also involves establishing video fetal echo image archives and team tele-consultative sessions with families with regards to the anticipated medical course and options after a baby is born.

The analysis will compare at-risk women receiving this intervention with a comparable group receiving traditional care.  The effects of this intervention will be assessed in terms of diagnostic accuracy (accurate initial ultrasound diagnosis, changes in the morphology of suspected lesions), consistency and uniformity of caregiving, as well as patterns of patient/physician communication and satisfaction. The data collection will include measures of utilization, decision making, communication, quality of care, and satisfaction.


The adult cardiology application focuses on assessing the effects of NGI telemedicine on the diagnosis and treatment in cardiology as well as referral patterns and use of sonographer personnel.  Delays in specialty consultation and obtaining echocardiographic results are barriers to use.  NGI based specialty care may change referral patterns of primary care physicians and use of echocardiography.  In addition, NGI telemedicine may allow the use of less skilled sonographers, thereby increasing the availability of these services.   Accordingly, this application component involves assessing the effects of the technology on quality of care and utilization, especially as it is affected by (a) the ability of less experienced sonographers to provide sophisticated scanning; (b) clinical practices of primary care physicians; and (c) referral patterns.         


Because of the ready availability of a large number of patients using echocardiography (about 2000 telemedicine visits for this type of care are projected), it will be possible to assign patients randomly to experimental and control groups, and to collect data prospectively.  The analysis will include a comparison of the diagnostic accuracy and practice patterns for a broad range of cardiovascular abnormalities between the two groups in terms of the variables specified above.


The unmet need for child and adolescent psychiatry, due to a limited availability of child and adolescent psychiatrists and the high prevalence and incidence of serious mental illness in this population, has been well documented.  The primary issues to be addressed in the use of NGI for telepsychiatry are whether the enhanced attributes of the NGI (a) promote provider and consumer satisfaction; (b) use of telepsychiatry so as to increase the appropriate use and availability of care; and (c) improve outcomes.  

The research design consists of the random assignment of patients into the experimental (telepsychiatry model) and the traditional mode.  The analytic plan for this application addresses the research questions by assessing the effects of NGI base telepsychiatry on:  (a) early detection and case finding, (b) access to care,  (c) continuity of care, (d) treatment compliance, (e) outcomes, and (f) cost of care.  The outcome measures will include clinical effectiveness (conformity with standardized psychometric instruments and functional performance), treatment modalities, compliance, opportunity cost, and total cost.  Data collection instruments and measures for each of these variables have been identified or developed, including standardized measures of mental health status and functional performance, case finding and detection, as well as indicators of access to care, opportunity costs, patient compliance, and continuity of care. 

As in all applications, the statistical analysis will vary by the level of measurement and sample size. Discriminate function and regression analyses, as appropriate, will be used to determine the predictors of specified outcomes under analysis.

.

3.  Security on client computers and remote sites.  We are asked to discuss the following statement, “The offeror describes in some detail security procedures protecting the transport of patient-information.  Fewer details are available about security measures for maintaining patient confidentiality on client computers and remote sites after the transfer has been complete.  More details about security accountability and detection of unauthorized propagation of sensitive materials would also be helpful.”


The security issue is critical to telemedicine as well as to traditional medical care and information technology in general.  Much has been written on this issue.  Page limitations prevented us from providing a more detailed discussion of the various issues related to security and the specific procedures to be implemented in the proposed project.  Needless to add, security problems are not unique to telemedicine along the information highway, and our approaches for addressing them will reflect current thinking, methods, and standards.  We appreciate the opportunity to expand on this important problem.  

The concept of information system security encompasses all things that ensure the proper use and deter the improper use of information.  Improper use ranges from the passive lack of information which is being sought to unauthorized disclosure or encroachment of confidential information, as well as the dissemination of incorrect information.  Hence, a critical aspect of security is the development of a complete security plan, which incorporates the following aspects:

· Policy

· Administrative controls

· Physical controls

· Technical services and mechanisms

The Information Security Committee at the UMHS has developed a comprehensive information management policy that addresses security issues.  This policy is near final completion, and it will be deployed as of January 2000.  It is provided here as Attachment 1.


Technical security capabilities are addressed through MCIT Operations and Technical Services.  These include CISCO firewall hardware and software combinations.  UMHS has several firewall levels in place, one that protects the corporate intercommunication security network and the second level at each enterprise machine room and servers within.  The firewall scheme includes the UM medical center facilities and all participating sites in the proposed project with the exception of Marquette General Hospital. 


Intrusion detection sets off appropriate alarms based on patterns of activity defined by the project team and security staff.  MCIT performs regular scanning, administrative management, and technical review of local security states on a regular basis.  This task includes both servers and desktops within the corporate network.  Auditing reports are then compiled and sent to a project system administrator where analysis can determine if steps should be taken based on a breach through the standard Medical Center security policy.

Disaster recovery is administered based on need and may include: offsite tape storage, potential network based data recovery, and parallel processing capabilities.  Finally, MCIT is working with Health System officials in understanding and becoming compliant with all HIPAA requirements.  All policy and software developed and deployed will apply to this project, including its remote participants.  


Workstation security at UMHS remote sites are subject to JCAHO accreditation and routine practices.  This includes automatic log off/time out, virus scanning, limited access, and other relevant security issues.  In addition, as part of the Y2K initiative, a pervasive software distribution application routinely automates clean-up and software control. 

Thus, all remote sites are protected within the UMHS network utilizing the systems and standards in place, both current and future.  The only client computers located outside the UMHS network is in Marquette General Hospital (MGH).  MGH will be required to adhere to the UMHS security policy and technical arrangements as a condition for participating in this project.  No problems are anticipated in this regard.


4.  Network outage.  We are asked to discuss the following statement, “The offeror identifies quality of service as an important factor of NGI capabilities, yet measures taken to minimize the effects of serious network outage (e.g. when technical problems occur on a network backbone for a prolonged period) are not detailed.  This is particularly important since pediatric acute care was listed as an application.  In addition, the offeror states that the sites selected for this application are “truly remote.”


The MCIT (Medical Center Information Technology) backbone that will support this project is described in several places in the original proposal and in diagram form (See pages 2-3, 10, and Appendices A, B, and C). The hardware is designed to provide redundant service and maximum disaster recovery capabilities, and to assure that single hardware points of failure only exist at the local closet distribution level, and even then primarily at the local card level.  All servers and network components are managed with on-site staff on a 7 x 24 hour, 365 day, basis.  System performance exceeds 99.9% global reliability.  Indeed, no system outage has occurred since November of 1997.  The established redundancy does not permit losing an entire building.  Nonetheless, it may be appreciated that redundancy would not resolve a catastrophic power outage within the same power grid.  Only a mirror server located with a close collaborator operating in a different power grid will totally resolve the problem of power outage.


Only one of the sites in acute pediatric care is outside this system.  The Marquette connection will be served by Merit, as explained in the proposal.  Merit has considerable experience in dealing with network outage problems.  They have substantial rerouting capabilities should backbone outages occur.


It is especially important to note that patients will not be in jeopardy at any time regardless of system status.  Should failure occur in any part of the system, the local attending clinician will serve the patient in the traditional mode.  Two providers will be involved in all telemedicine encounters, a referring provider and a consulting provider.  In case of system failure, the referring provider will be able to provide the necessary service to ensure the health and safety of the patient.

5. Statistician.      We are asked to comment on the following statement, and provide documentation if personnel is augmented.  “Given the extensive use of statistical analysis in their proposed evaluation procedures, a statistician should be included in the team.”


The addition of a statistician to the team would enhance our analytical capabilities.  Hence, we are happy to add Professor David Mendez, an outstanding scholar in the Department of Health Management and Policy (School of Public Health), to our team.  Dr. Mendez has worked with the PI on telemedicine evaluation for the last two years.   In addition to statistical analysis, Dr. Mendez will help the team in other technical areas including system design. He has masters’ degrees in applied statistics, operations research, and system science, in addition to a PhD in management science/operations management.  His effort on the proposed project will be 5% in year 1 and 10% in years 2 and 3.  Dr. Mendez’ CV is attached (Attachment 2).  The budget has been revised to reflect his participation.


We think this addition will strengthen the research team despite our feeling that we had made adequate preparations for statistical analysis in our original plans.  The PI has taught research methodology courses at the doctoral level for more than 15 years, and the other investigators have access to statistical consultants in their respective departments.  All things considered, however, this addition will give us greater depth in this area, and we are grateful for the suggestion.

6.  Informatics/computer science expertise.  We are asked to comment on the following statement and provide documentation if personnel is augmented. “The technical (non-medical) members of this team appear primarily in consultative roles.  The amount of time available from the senior systems engineer (who will presumably design/integrate much of the system) is not specified.  No personnel have graduate training in informatics or computer science.  The team has limited experience in network security.”


We may have failed to communicate effectively and explicitly on this specific issue, and thereby created a misunderstanding. Also, we may have erred in not designating our colleagues in engineering and information science as Investigators rather than consultants.  It is obvious that the engineering requirements for this project constitute critical elements in its success.  We believe we have formed a very strong team of technical experts to participate as investigators and equal partners in this project.  More specifically, after extensive discussions with colleagues in information science and information technology at this University, Internet2 and Merit, we were able to put together an outstanding team consisting of Dr. Victor Wong (Professor of Physics and Director of Information Technology for Research, Dr. Barbara O’Keefe (Director of the UM Media Union and Professor of Information), Ted Hanss (MBA, Director of Applications for Internet2), and Eric Wolf (BSE, Senior Systems Engineer at MCIT).  Our agreement with them is firm and explicit, as expressed in the letters, which were submitted with the proposal (See Appendix H).    

Dr. Victor Wong, UM Academic Liaison and Director of Information Technology for Research, Office of the Chief Information Officer for the University of Michigan, and Professor of Physics, will serve as the UM NGI for Telemedicine Project Liaison to the UM Information Technology Division (ITD), Merit, the Medical Center for Information Technology (MCIT), and other units on and off campus that affect the technological integrity of the project.  In particular, he is committed to facilitating and coordinating networking and application issues between the telemedicine project and ITD.  In his role as UM Director of Information Technology for Research, he will ensure that the needs specified by telemedicine project team members are translated into a coherent technology plan for Phase II and III activities.  Dr. Wong has been the interface of the NSF vBNS program to the University research community, and will assist in planning and organizing our efforts to measure its effectiveness in this project.
Dr. Barbara O’Keefe, Professor in the UM School of Information will provide expertise in communication and informatics.  In addition to her academic appointment, she is the Director of the UM Media Union, a center for the study, development, and application of emerging digital technologies (e.g., collaboration, visualization, and performance). She has also been Professor in the Department of Mechanical and Industrial Engineering at the University of Illinois; a Senior Research Scientist at the National Center for Supercomputing Applications; and Director of Advanced Information Technology Laboratory, again at the UI.

As Director of the Media Union, she will contribute technical and human resources to the project.  Dr. O’Keefe has personally committed to the design, deployment, and evaluation of software to support the communication, collaboration, visualization and workflow of the MTN and the UM/UMHS.  Some of the software developed may be under the partnership of UM and IBM/Lotus.  The IBM/Lotus partnership will provide an integrated solution, including an extensive technical support infrastructure, to be made available as the foundation for the prototype telemedicine network. 

Ted Hanss, MBA is the Director of Applications Development for the Internet2 project. He is on loan for the Internet2 project from the University of Michigan, where he served as Director of the Center for Information Technology Integration. He has a strong background in technology department administration and teaching computer and information system courses. He oversaw the planning and operations of the UM Institutional File System Project.  He was in charge of planning and operations of the UM Institutional File System Project. He brings to this project expertise in designing, planning, and organizing applications for the Internet2 initiative; developing applications architecture; networking; and, conducting technology assessments. 

 In view of his knowledge of the NGI priorities and his direct involvement in efforts underway at other institutions, Mr. Hanss will contribute significantly to this project.  He will attend meetings of the project team, review documents, and consult with individual participants.  

Accordingly, we renegotiated the agreement with two of these individuals who are members of the faculty at this University to designate both of them as Investigators.  Their time allocation will remain the same, and no additions to the budget will be necessary.  Hence, Drs. Wong and O’Keefe will serve officially as Investigators in the proposed project.  They will assume responsibility for guiding and coordinating the work of the senior systems engineer who will be hired for this project.  We should explain that the senior systems engineer will be a full-time position, as indicated on page 23 of the original proposal, and the salary for that position was included in the budget.  The person to occupy this position is to be named.  We are not requesting support for Eric Wolf who is already on the MCIT staff. 


In brief, our response to this issue can be summarized as follows:  (a)  The Director of Information Technology and the Director of the Media Union (Drs. Wong and O’Keefe) will serve as Investigators with responsibility for guiding and coordinating the technical design and the work of the full-time senior systems engineer who will be hired for the project.  (b) The senior project team, together with MCIT resources available to this project, has considerable experience in network security.  MCIT resources include Mary Kratz who has been assigned to work with us on implementing and coordinating the security policy of the UMHS.  Her credentials in security include the following: Chair of Healthcare Level Seven (an ANSI standards organization), Special Interest Group on Security; Chair of the Healthcare Informatics Board Workgroup on Security Testimony to the National Committee on Vital Health Statistics (Department of Health and Human Services) on Security and HIPAA; Chair of the Object Management Group Domain Task Force on Healthcare: CORBAmed; and Member of the UMHS Information Security Committee.

7.  MCIT commitment.  We are asked to comment on the following statement and provide documentation if personnel is augmented. “The proposal mentions the technical expertise of the Medical Center Information Technology (MCIT) group.  Their involvement and commitment are not well documented in the technical section.  Their commitment to this proposal would be a strong addition.  There is no involvement of trained computer scientists or the computer science department at the institution.”


The involvement of computer scientists has already been addressed under 6 above.  Before addressing the question of MCIT’s commitment, we should explain that our proposal did not list all technical resources available to this project.  For example, one of Dr. Bashshur’s assistants (who is employed on a full-time basis in the Telemedicine Office) is Erika Engelhardt, RN, BSN, MSI(LIS), who has a masters degree in information science.  Ms Engelhardt’s resume is attached (Attachment 3).  

We did not emphasize in sufficient detail the support that is already rendered by the special Telemedicine Support Group at MCIT. Though these resources are available to the project, we did not request salary support for them.  In fact, their contributions can be considered an in-kind contribution or cost sharing in this project.


A letter from the Director of MCIT addresses issues related to MCIT’s involvement in telemedicine and commitment to this project.  We believe the letter addresses the reviewers’ concern in this matter.  It is attached as Attachment 4.

8. Last mile connectivity.  We are asked to discuss the following statement.  “ It is unclear what investment will be required in “last mile” connectivity.  There is no discussion of whether the existing bandwidth will be sufficient to adequately test all the proposed applications.”


Last mile connectivity with sufficient bandwidth will be available throughout the facilities designated in this project.  The reader is referred to pages 3 and 10 of the proposal and to Appendices A, B, and C for detailed identification of connectivity to each of the designated sites.  The one exception is the designated remote site of Marquette General Hospital, which is located in the Upper Peninsula of Michigan, about 450 miles away from our campus.  The connection to Marquette is a T3 line (through the Merit System), now available to Northern Michigan University, adjacent to Marquette General Hospital.  The Director of Merit, Jeff Ogden, has expressed an interest in extending the T3 link to the Marquette General Hospital if he is assured of its use for medical purposes.  Nonetheless, we have added $10,000 to our budget in the first year to cover additional expenses that may be incurred in making this link.  Any additional expenses will be borne by Marquette General Hospital, which is very keen on having this link with the UMHS.  (See letter of support attached to the proposal, Appendix D).  Subsequent to our submission of the proposal, the management of Marquette General Hospital has repeated its strong desire to participate in this project and to support it with available resources. 

Attachments

Attachment 1:  University of Michigan Health System Information Management Policy

Attachment 2:  David Mendez Curriculum Vita

Attachment 3:  Medical Center for Information Technology Commitment Letter

Attachment 4:  Erika Engelhardt Curriculum Vita

Attachment 1

University of Michigan Health System 

01-07-001  Information Management Policy
DRAFT  v8.0 Interim (pending ISC reaction to 7.0)
I.
POLICY STATEMENT
It shall be the policy of the University of Michigan Health System (UMHS) to secure, maintain, and enhance the value of UMHS information assets in all mediums through appropriate information management policies and actions that meet applicable Federal, State, regulatory, or contractual requirements and support the UMHS mission, vision, and values. Furthermore it shall be the policy of UMHS to support and adhere to the rights and responsibilities of patients as specified in the State of Michigan Public Health Code.

II.
POLICY PURPOSE
The purpose of this policy is to identify and disseminate the UMHS framework for information management and the principles that guide and document our institutional actions and operations in protecting, generating, and sharing information in support of the UMHS mission, vision, and values.

III.
DEFINITIONS

Access - The ability of a data user to read, write, modify, or communicate data or information or otherwise make use of an information asset.

Audit - A review of access to an information asset which identifies those who accessed the information.  Where technically feasible, the purpose of access shall also be identified.

Authentication - A set of processes for proving that the subject (e.g., a user or a system) is who the subject claims to be, requiring the user to provide at least one of the following:

1.  Something that the user knows (such as a password or a personal identification number)


2.  Something that the user has (such as a token or access card)


3. Something unique to the user’s identity (such as fingerprints)
Authorization - documented approval to access UMHS information assets based on the need to know.

Authorized Access Database - The centralized repository of information, under the responsibility of one administrator, on all UMHS authorized data users.  The Authorized Access Database must include:

1.
User name

2.
User login ID

3.
Date access last changed

4.
User's Authorized Signer

5.
Application ID for each application

6.
User's authorized access profile for each application
Authorized Data User - An individual or entity whose role requires and who has been granted authorization to access specific UMHS information assets through the Authorization and Access Process.  For detailed information, see UMHS Policy 01-07-007, "Role and Responsibilities of Authorized Data Users."
Authorized Signer - An individual within a department or external entity designated by the Department Director (or Information Sharing Agreement, in the case of external entities) to:

1.
Define, in consultation with the appropriate Data Managers, departmental access profiles for members of their department/unit by listing roles within the department and the required degree of access for individuals in those roles based on their need to know.

2.
Notify the AAD Administrator when personnel status changes require access changes (e.g. hiring, termination, suspension, transfer).

For detailed information, see UMHS Policy 01-07-005, "Role and Responsibilities of UMHS Authorized Signers."

Certification - Evaluation of the computer system(s) or network design(s) of UMHS information assets and storage media that confirms that the appropriate security has been implemented.
Consent - the voluntary agreement of an informed competent individual for a given action relative to the individual (including the release of information).  See UMHHC Policy # 62-10-001 “Informed Consent”. 

Data Manager -  a UMHS Official and their staff who have been given operational-level responsibility for the capture, maintenance, and dissemination of specific data by the appropriate Data Steward or designee.  For detailed information, see UMHS Policy 01-07-003, "Role and Responsibilities of UMHS Data Managers."
Data Steward - the UMHS Executive Officer having policy-level responsibility for managing a segment of the UMHS information resource as designated by the Regental by-laws.  For the University of Michigan Health System the official data steward is the Executive Vice President for Medical Affairs.

Directed Communication/Solicitations - the use of individually identifiable health information to promote fund raising, educational opportunities, special research or clinical activities, new forms of treatment, or notification of UMHS events.  Contact with a patient to discuss or provide information related to the above activities is not considered directed communication/solicitations if the inquiry is initiated by the patient. See UMHS Policy #XX-XX-XXX “Directed Communication/Solicitations”.

Disclosure - The release of information to third parties about an individual.
Encryption - 

Individually Identifiable Health Information -  any information, including demographic information collected from an individual, and including personnel records, that-

a.
Is created or received by a health care provider, health plan, employer, or health care clearinghouse; and

b.
Relates to the past, present or future physical or mental health or condition of an individual, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual, and

(i) Identifies the individual, or

(ii) With respect to which there is a reasonable basis to believe that the information can be used to identify the individual.

All of the following are considered by UMHS to fall into this category: 

- Patient information collected by the University of Michigan Hospitals and Health Centers and Medical School (e.g. transferred medical records, correspondence, telephone calls, etc.); or 

- Patient information generated by the University of Michigan Hospitals and Health Centers and Medical School; or 
- Information entrusted by the patient to an employee, trainee, student, volunteer or member of the clinical staff; or 
- Any knowledge the employee, trainee, student, volunteer or clinical staff member has regarding the patient; or 

- Research information collected, generated, maintained or disseminated by the UMHS which identifies individuals, or when combined with other data can lead to the identification of individuals.
Information asset - any data in any form on any media.
Information Sharing Agreement - Contract entered into by two entities in which they agree to exchange data while maintaining its security and confidentiality.  Part of administrative procedures to guard data integrity, confidentiality and availability.  For a description of the factors that must be present in an information sharing agreement between UMHS and any external entity seeking access to UMHS data assets, see UMHS Policy 01-07-009, "Sharing UMHS Data with External Entities."
Information Security Committee (security oversight entity) - that UMHS entity documented as formally assigned the responsibility for defining procedures to assure the security of UMHS information assets.  This responsibility includes but is not limited to the oversight of:

- the use of security measures to protect data.

- the conduct of personnel in relation to the protection of data.

- the coordination of the AAC process and other operational entities and procedures necessary for the security of UMHS data assets.

Membership of the ISC shall, at a minimum, include representatives from Medical Information Systems, UMHS Legal Office, MCIT, OCA, the IRB, and the UM Medical School.

Legally Restricted Information - individually identifiable health information whose disclosure is specifically subject to additional legal requirements imposed by statute or administrative rule.
Need to know - The principle that states that a user should access only the specific information necessary to perform a particular function in the exercise of his/her appointed duties.  Once access to an application has been authorized, the authorized data user is still obligated to assess each specific access within that application on a need to know basis.  See Exhibit 1 - "Need to Know" for further discussion and examples of this definition.

System Administrator - the person who implements controls on access to computer systems at the direction of the Data Manager by applying formal guidelines and practices to the management of computing resources, performing such functions as assigning user access codes and privileges, revoking user access privileges, and setting file protection parameters.

 IV.
POLICY STANDARDS  

General Standards:

A.  All persons with access to UMHS information assets may only have such access on a need to know basis and must be approved and verified as Authorized Data Users at regular intervals (but no less than annually) by the appropriate Authorized Signer. 
B. It is the responsibility of every Authorized Data User to maintain confidentiality of UMHS data assets regardless of the security mechanism in place.

C. Each clinical staff member, employee, trainee, student, vendor, volunteer, or contractor, or other affiliate of the UMHS with access to UMHS information is subject to and has the responsibilities outlined in this policy as well as those outlined in the UMHS policy #03-07-015 “Confidentiality of Patient Information”.

D. Individually identifiable health information is the property of the individual to whom the information pertains and the UMHS is the steward of that information and the owner of the storage medium.

E. If an Authorized Data User elects to place individually identifiable health information on media or storage devices not owned by UMHS, he or she is responsible for ensuring that its security and integrity are maintained according to this policy, and he/she is responsible for any breaches that occur as a result.

F. There must be a person identified by the Data Steward (or delegate) as the Data Manager for each information resource.

G. The UMHS Information Security Committee (security oversight entity) aids the Data Managers and Data Administrators with interpretation of existing policy, cataloging of information assets and individually identifiable health information, monitoring and tracking violations and appeals, identifying areas of risk, and defining security controls.  The ISC shall evaluate and certify that appropriate security systems and measures are implemented.

H. All UMHS information assets containing individually identifiable health information in any medium must be registered by the appropriate Data Manager with the Information Security Committee and in the Authorized Access Database.

I. If a clinician chooses to maintain a database containing individually identifiable health information generated in the course of performing professional responsibilities, he/she will be responsible as Data Manager for that database.

J. The opportunity must exist for an individual, in conjunction with his/her physician, to correct inaccurate individually identifiable health information.  Such corrections shall be processed by the Data Manager for all affected UMHS data assets.

K. In order to protect the individually identifiable health information entrusted to UMHS, all directed communication/solicitations shall adhere to UMHS Policy #XX-XX-XXX “Directed Communication/Solicitations”.

L. UMHS (through the ISC) shall create, administer and oversee policies to ensure the prevention, detection, containment and correction of security breaches.  Data Managers are responsible for implementing these policies for the information assets they oversee.
M. UMHS shall evaluate and certify that appropriate security systems and measures are implemented.  For external entities, this is part of the Information Sharing Agreement.
N.  The security management process shall include, but not be limited to, the implementation of:

1. Risk analysis to determine the likely occurrence and severity of loss of a risk.

2. Risk management including formal, documented procedures for reporting and responding to security breaches. 

3. A sanction policy including procedures for the potential discipline, up to and including dismissal, for misuse, misappropriation of data, or acts of omission or commission which result in security breaches.
O. The prevention of access to UMHS information assets by unauthorized or untrained personnel shall be addressed by personnel security policies, including provisions that:

1. Ensure that all personnel with access or potential access to UMHS data have gone through personnel clearance procedures — they have been screened, are specifically authorized for that access, are trained in relevant UMHS confidentiality policies, and have attested compliance with those policies.

2. Ensure that operating and maintenance personnel are given the access necessary for them to perform their system maintenance responsibilities without compromising individually identifiable health information. 

3. Ensure that personnel performing maintenance activities related to UMHS information assets are supervised by authorized, knowledgeable persons.

4. Require maintenance of records of those granted physical access to UMHS information assets.

5. Employ personnel security policy/procedures.
6. Ensure that system users, including technical maintenance personnel, are trained in system security.

P. The security management process shall include a contingency plan for continuing operations in an emergency and for disaster recovery which includes:

1. Applications and data criticality analysis.

2. A data backup plan.

3. A disaster recovery plan.

4. An emergency mode operation plan.

5. Testing and revision procedures.

Q. The security management process shall include formal, documented policies and procedures that limit physical access while ensuring that properly authorized access is allowed.  These controls shall include, but not be limited to:

1. Disaster recovery.

2. Emergency mode operation.

3. Equipment control (into and out of site) including workstation and laptop computers.

4. A facility security plan coordinated with Hospital Security Services.

5. Procedures for verifying access authorizations prior to physical access.

6. Maintenance records.

7. Need-to-know procedures for personnel access.

8. Sign-in for visitors and escort, if appropriate.

9. Testing and revision.

R. To ensure that access controls are in place and fulfill the obligation to keep information timely, accurate, complete, and confidential, all information systems and programs must adhere to the following principles:

1. Only authorized individuals and entities shall have access to Confidential Personal Information.

2. Data Stewards, Data Managers, and System Administrators accountable for ensuring that the information security policies are fully executed must provide a mechanism to control authentication, authorization, and audit ensuring that all access has been approved.

3. In the electronic data realm, authentication shall include establishment of criteria for account eligibility, creation, maintenance and expiration, as well as for passwords (i.e. a password shall be present, be of a minimal length, with timed forced renewal, expiration, uniqueness, intruder lockout, and be user changeable).

4. “Need to Know “ access criteria must be developed by the Data Managers and approved by the Information Security Committee (security oversight entity).  Request for information access or non-typical use not defined by the Data Stewards and Data Managers, must be directed to the Information Security Committee (security oversight entity) for approval.

5. Electronic communication of UMHS data that occurs over open networks that are not completely owned by the Regents of the University of Michigan must use strong authentication technology or encryption.

S. External data users shall have access to UMHS data assets only upon the completion of an Information Sharing Agreement with UMHS, as described in UMHS Policy 01-07-009, "Sharing Information with External Entities."

T. There may be cases in which a state or federal agency requires that access be granted to it under law or regulation.  In such cases, to the extent possible, an Information Sharing Agreement meeting the criteria listed in UMHS Policy 01-07-009, "Sharing Information with External Entities," shall be negotiated between UMHS and the agency before access is granted to the UMHS data assets.

U. Confidential information that is subject to additional specific legal restrictions shall be subject to the additional safeguards and processes specified in Exhibit 2 “Legally Restricted Information”.  Requests for access to information that is Legally Restricted must be reviewed and approved by the relevant AAC and by the UMHS Compliance Officer in order for access to be authorized. 

V. UMHS supervisors shall verify that potential Authorized Data Users have attested to UMHS Policy #01-07-003 “UMHS Information/Computer Security Management” and UMHS Policy #03-07-015 “Confidentiality” and that potential Authorized Data Users have received appropriate education and training before access to UMHS information is granted.

W.  For all systems containing confidential personal information, a list must be able to be provided to the individual of those who have accessed their records.

X. System administrators shall maintain ongoing internal audit processes which record system activity such as log-ins, file accesses, and security incidents. 

Y. All Authorized Data Users, both internal and external, shall be made aware, as a part of the AAC process and the supervisory educational process, that records of data access by users are a capability of all UMHS information assets subject to this policy and that, from time to time or as indicated by events and circumstances, such access audits shall be conducted.

Z.  Should evidence of data access outside that granted through the AAC process be discovered it may result in revocation of access rights.

AA. Breaches of confidentiality under this policy are also subject to appropriate disciplinary action up to and including discharge or termination of contract/relationship.
V.  
EXHIBITS 
1. Need to Know

2. Legally Restricted Information
VI.
REFERENCES

1. UMHS Policy # 01 - 07 - 003 “Role and Responsibilities of UMHS Data Managers”

2. UMHS Policy # 01 - 07 - 005 “Role and Responsibilities of UMHS Authorized Signers”

3. UMHS Policy # 01 - 07 - 007  “Role and Responsibilities of Authorized Data Users”

4. UMHS Policy # 01 - 07 - 009  “Sharing UMHS Data with External Entities”

5. UMHS Policy # 01 - 07 - 015 “Confidentiality”

6. UMHS Policy #XX-XX-XX “Directed Communication/Solicitations”

AUTHOR:  
UMHS Information Security Committee
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                                                      NEED TO KNOW
Definition: Need to know - the principle that states that a user should access only the specific information necessary to perform a particular function in the exercise of his/her appointed duties. Once access to an application is authorized, the authorized data user is still obligated to assess each specific access on a need to know basis.
Following are examples where employees have a need to know individually identifiable health information to complete their assigned job functions, as well as examples where employees do not have a need to know such information. These lists are intended to be examples only, and are not intended to be complete representations of situations where employees have a need to know patient identifiable information. Per the UMHS policy, specific access to individually identifiable health information is under the discretion of departmental management.

Examples of appropriate uses of patient identifiable information where employees have a need to know: 

Rendering direct clinical care to specific patients (including diagnosis, procedural support, and progress assessment). 

Disease management and prevention activities such as immunization verification, screening for candidacy for specialized treatment programs or potential preventative interventions.

At the request of the patient.

 Administrative support activities including but not necessarily limited to appointment and scheduling coordination, pre-arrival requirements, complying with third party requirements, follow-up coordination, billing and collecting for services rendered to specific patients. 

Financial analysis to assess the business impact of patient care, including but not limited to analysis of specific cases to assess impact of clinical practice redesign or in response to research requests, and analysis of situations where it is necessary to join records from more than one system (for example, IDX and TSI) together in order to analyze the full impact of that care. 

     Performing reimbursement analysis on specific patients.

Performing activities in the course of development/fund raising, UMHS strategic planning, or UMHS legal defense.


IRB approved research.

Educational or teaching purposes or instructional requirement criteria.

Performing quality assurance and/or regulatory compliance activities.
Provision of educational materials for patients, given at the direction of their treating physician. 

Fund raising activities done at the request of a physician who has knowledge of the patient’s or family’s desire to donate to the University.

Examples of inappropriate use of patient identifiable information: 

Mass mailing fund raising solicitations to patients with specific medical conditions, without the express approval of the Dean of the Medical School. 

Informing others that employees, relatives, famous people, etc. are patients in the hospital. 

     Use of personal medical information in making employment decisions. 

Use of employee’s personal medical information to see if the employee was really out sick, had a doctor’s appointment, had a worker’s compensation

     injury, etc. 

Employee access to or request for patient information of a relative or another the University of Michigan Hospitals and Health Centers and Medical

     School employee, unless: 

The request or access is made on behalf of an inpatient unit or an outpatient clinic and the information is needed to provide patient care

          during a verified clinic appointment or inpatient hospitalization; 

The request or access is made for the purpose of carrying out medical research and the need for the patient information is verified as

          consonant with the goals of that research; 

The request or access is made by Financial Services for billing and collection purposes. 
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LEGALLY RESTRICTED INFORMATION

Definition: Legally Restricted Information - individually identifiable health information whose disclosure is specifically subject to additional legal requirements imposed by statute or administrative rule.  

Examples of legally restricted information are:

 substance abuse treatment records,

 mental health treatment records, 

 certain diagnostic categories such as HIV
University of Michigan Health System 

01-07-003 Role and Responsibilities of UMHS 
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DRAFT  v8


I.
POLICY STATEMENT 

It shall be the policy of the University of Michigan Health System (UMHS) to secure, maintain, and enhance the value of UMHS information assets in all mediums through appropriate information management policies and actions that meet applicable Federal, State, regulatory, or contractual requirements and support the UMHS mission, vision, and values. Furthermore it shall be the policy of UMHS to support and adhere to the rights and responsibilities of patients as specified in the State of Michigan Public Health Code.

As custodians of individually identifiable health data, UMHS Data Managers have a vital role to play in this policy.
II.
POLICY PURPOSE 

The purpose of this policy is to inform UMHS Data Managers of their specific role and responsibilities regarding UMHS data security.
III. 
DEFINITIONS

NOTE:  Definitions of terms used in this policy are found in UMHS Policy 01-07-001, "Information Management Policy" and should be downloaded for use with this policy.
IV.  STANDARDS

A.
Data Managers for each UMHS information asset are appointed by the Data Steward (or designee), or as specified in Standard B.

B.
If a clinician chooses to maintain a database containing individually identifiable health information generated in the course of performing professional responsibilities, he/she will be responsible as the Data Manager for that database.

C.
The Data Manager is accountable for ensuring that any and all UMHS security policies are fully executed for the data asset(s) for which he or she is responsible.  

D.
Data Managers must register all UMHS information assets containing individually identifiable health information in any medium for which they are responsible with the Information Security Committee and in the Authorized Access Database.

E.
Data Managers are responsible for ensuring that corrections to inaccurate individually identifiable health information are processed for the affected UMHS data assets for which they are responsible. Individuals, in conjunction with their physicians, have the right to correct inaccurate individually identifiable health information.  

F.
Data Managers asked to make their data available for solicitation purposes should be aware that in order to protect the individually identifiable health information entrusted to UMHS, all directed communication/solicitations shall adhere to UMHS Policy #XX-XX-XXX “Directed Communication/Solicitations”.

G.
Data Managers and Data Administrators may go to the UMHS Information Security Committee (security oversight entity) for assistance with interpretation of existing policy, cataloging of information assets and individually identifiable health information, monitoring and tracking violations and appeals, identifying areas of risk, and defining security controls.  The ISC shall evaluate and certify that appropriate security systems and measures are implemented.

H.
Data Managers are the custodians, not the owners, of the data for which they are responsible.  Individually identifiable health information is the property of the individual to whom the information pertains and the UMHS is the steward of that information and the owner of the storage medium.  
I.
The Data Manager for a UMHS information asset is responsible for working with Authorized Signers to provide their departmental staff with appropriate levels of access to the data according to the staff's need to know.
J.
Data Managers shall ensure that System Administrators under their supervision maintain ongoing internal audit processes which record system activity such as log-ins, file accesses, and security incidents.  For all systems containing individually identifiable health information, the audit trail must be such that a list can be provided to the individual of those who have accessed their records.

K.
If the Data Manager is responsible for individually identifiable health information that is subject to additional specific legal restrictions, that information shall also be subject to the additional safeguards and processes as specified in Exhibit 2 “Legally Restricted Information”, and the Data Manager is responsible for ensuring that those measures are in effect.

L.
Data Managers must ensure that all information systems and programs under their control meet the following criteria, in order to ensure that access controls are in place and fulfill the obligation to keep information timely, accurate, complete, and confidential:

4.  Only authorized individuals and entities shall have access to individually identifiable health information.

5. Data Stewards, Data Managers, and System Administrators accountable for ensuring that the information security policies are fully executed must provide a mechanism to control authentication, authorization, and audit ensuring that all access has been approved.

6. In the electronic data realm, authentication shall include establishment of criteria for account eligibility, creation, maintenance and expiration, as well as for passwords (i.e. a password shall be present, be of a minimal length, with timed forced renewal, expiration, uniqueness, intruder lockout, and be user changeable).

7.  “Need to Know “ access criteria must be developed by the Data Managers and approved by the Information Security Committee (security oversight entity).  Request for information access or non-typical use not defined by the Data Stewards and Data Managers, must be directed to the Information Security Committee (security oversight entity) for approval.

8. Electronic communication of UMHS data that occurs over open networks that are not completely owned by the Regents of the University of Michigan must use strong authentication technology or encryption.

M.
 Data Managers shall not permit external data users to access UMHS data assets unless the external users have completed an Information Sharing Agreement with UMHS, as described in UMHS Policy 01-07-009, "Sharing Information with External Entities."

N.
Data Managers should be aware that there may be cases in which a state or federal agency requires that access be granted to it under law or regulation.  In such cases, to the extent possible, an Information Sharing Agreement meeting the criteria listed in UMHS Policy 01-07-009, "Sharing Information with External Entities," shall be negotiated between UMHS and the agency before access is granted to the UMHS data assets.

O.
To the extent that a Data Manager is also a Data User, or otherwise comes into contact with individually identifiable health information, he or she has the additional responsibilities outlined in UMHS Policy 01-07-007, "Role and Responsibilities of Data Users".
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I.
POLICY STATEMENT 

It shall be the policy of the University of Michigan Health System (UMHS) to secure, maintain, and enhance the value of UMHS information assets in all mediums through appropriate information management policies and actions that meet applicable Federal, State, regulatory, or contractual requirements and support the UMHS mission, vision, and values. Furthermore it shall be the policy of UMHS to support and adhere to the rights and responsibilities of patients as specified in the State of Michigan Public Health Code.

As the link between departmental users and the Authorization and Authentication Process, Authorized Signers have a vital role to play in ensuring that information gets to those who have a need to know, while remaining protected from those who do not.
II.
POLICY PURPOSE 

The purpose of this policy is to inform Authorized Signers of their specific role and responsibilities regarding UMHS data security.
III. 
DEFINITIONS

NOTE:  Definitions of terms used in this policy are found in UMHS Policy 01-07-001, "Information Management Policy" and should be downloaded for use with this policy.
IV.  STANDARDS

A.
Authorized Signers for each department are appointed by their Departmental Director.  Authorized Signers for external entities are specified by the appropriate Information Sharing Agreement. 

B.
Authorized Signers are responsible for defining, in consultation with the appropriate Data Managers, departmental access profiles for members of their department/unit by listing roles within the department and the required degree of access for individuals in those roles based on their need to know. 

C.
All persons with access to UMHS information assets may only have such access on a need to know basis and must be approved and verified as Authorized Data Users at regular intervals (but no less than annually) by the appropriate Authorized Signer.

D.
The Authorized Signer for a department shall be responsible for ensuring that the Authorized Access Database is updated to reflect changes in that department's Authorized Data Users' job status and need to know.
E.
To the extent that an Authorized Signer is also a Data User, he or she has the additional responsibilities outlined in UMHS Policy 01-07-007, "Role and Responsibilities of Authorized Data Users".
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I.
POLICY STATEMENT 

It shall be the policy of the University of Michigan Health System (UMHS) to secure, maintain, and enhance the value of UMHS information assets in all mediums through appropriate information management policies and actions that meet applicable Federal, State, regulatory, or contractual requirements and support the UMHS mission, vision, and values. Furthermore it shall be the policy of UMHS to support and adhere to the rights and responsibilities of patients as specified in the State of Michigan Public Health Code.

Every UMHS Authorized Data User has a responsibility to ensure that UMHS data assets are protected as they go about their daily activities.
II.
POLICY PURPOSE 

The purpose of this policy is to inform Data Users of their specific role and responsibilities regarding UMHS data security.
III. 
DEFINITIONS

NOTE:  Definitions of terms used in this policy are found in UMHS Policy 01-07-001, "Information Management Policy" and should be downloaded for use with this policy.
IV.  STANDARDS

A.
All persons with access to UMHS information assets may only have such access on a need to know basis and must be approved and verified as Authorized Data Users at regular intervals (but no less than annually) by his or her department's Authorized Signer.  

B.
An Authorized Data User who finds that he or she has retained or been inadvertently granted additional access beyond that appropriate to his or her current role should report this to his or her current Authorized Signer.

C.
Authorized Data Users are responsible for maintaining confidentiality of UMHS data assets regardless of the security mechanism in place.

D.
All Authorized Data Users shall be formally charged with the responsibility and obligation to:  

protect the confidentiality and integrity of UMHS information assets and .

 to access only that data which they have a need to know and 

which they have been given access to through the appropriate AAC and its processes. 

E.
Internal Authorized Data Users shall have this responsibility and obligation specified through their supervisor as part of the conditions of their UMHS employment.

F.
External Authorized Data Users shall have this responsibility and obligation specified through formal entity-specific contracts/Information Sharing Agreements with the UMHS. 

G.
UMHS supervisors shall verify that potential Authorized Data Users have attested to UMHS Policy #01-07-003 “UMHS Information/Computer Security Management” and UMHS Policy #03-07-015 “Confidentiality” and that potential Authorized Data Users have received appropriate education and training before access to UMHS information is granted.

H.
Authorized Data Users should be aware that records of data access by users are a capability of all UMHS information assets subject to this policy and that, from time to time or as indicated by events and circumstances, such access audits shall be conducted.

I.
If an Authorized Data User elects to place individually identifiable health information on media or storage devices not owned by UMHS, he or she is responsible for ensuring that its security and integrity are maintained according to this policy, and he/she is responsible for any breaches that occur as a result.

J.
Authorized Data Users who access data for which they do not have a need to know, or data outside that granted by the AAC process, may lose their access privileges.
K.
Authorized Data Users who commit breaches of confidentiality under this policy are also subject to appropriate disciplinary action up to and including discharge or termination of contract/relationship.

L.
Every Authorized Data User, whether clinical staff member, employee, trainee, student, vendor, volunteer, or contractor, or other affiliate of the UMHS with access to UMHS information is subject to and has the responsibilities outlined in this policy as well as those outlined in the UMHS policy #03-07-015 “Confidentiality of Patient Information”.
M.
Authorized Data Users should be aware that in order to protect the individually identifiable health information entrusted to UMHS, all directed communication/
solicitations must adhere to UMHS Policy #XX-XX-XXX “Directed Communication/Solicitations”.
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I.
POLICY STATEMENT 

It shall be the policy of the University of Michigan Health System (UMHS) to secure, maintain, and enhance the value of UMHS information assets in all mediums through appropriate information management policies and actions that meet applicable Federal, State, regulatory, or contractual requirements and support the UMHS mission, vision, and values. Furthermore it shall be the policy of UMHS to support and adhere to the rights and responsibilities of patients as specified in the State of Michigan Public Health Code.

It is the responsibility of the UMHS to ensure that these principles and policies are upheld even when individually identifiable health information in the custody of UMHS needs to be shared with other entities.  This can only be done by requiring potential data sharing partners to execute a legally binding agreement requiring them to handle the data in a manner consistent with UMHS policies and procedures.
II.
POLICY PURPOSE 

The purpose of this policy is to inform UMHS personnel of the procedures that must be followed if individually identifiable health information is to be shared with an external entity.
III. 
DEFINITIONS

NOTE:  Definitions of terms used in this policy are found in UMHS Policy 01-07-001, "Information Management Policy" and should be downloaded for use with this policy.
IV.  STANDARDS

A.
External data users must not be permitted to access UMHS data assets unless the external users have completed an Information Sharing Agreement with UMHS that establishes at least the following:

1.
Identification of the AACs for both parties, and the procedures the AACs will use to authenticate and authorize external data users.

2.
The external entity's intended use of the data.

3.
The method used to identify which individuals' information will be shared.

4.
The method the external users will use to access the data, and the scope of access that will be permitted.

5.
Descriptions of audit reports that will be required, including

a.
what they will cover

b.
who is responsible for generating them

c.
how often they are to be generated (biannually at a minimum, or as necessary)

6.
The procedures that will be used for reporting and responding to security breaches, including the external entity's responsibility to report security breaches affecting the shared data and what steps the external entity will take to enforce its policies.

7.
Demonstration that the potential Authorized External Data User will maintain the data with security at a level compliant with HIPAA and any applicable professional standards.

8.
Access by the UMHS unit or its designee on a regular basis to audit the security of the external data user.

The agreement may, if appropriate, also include the following elements:

9.
Fees, if any, and assignment of responsibility for costs incurred in sharing the data.

10.
Damages for breaches of the agreement.

11.
Indemnification of UMHS by the external user.

B.
There may be cases in which a state or federal agency requires that access be granted to it under law or regulation.  In such cases, to the extent possible, an Information Sharing Agreement meeting the criteria above shall be negotiated between UMHS and the agency before access is granted to the UMHS data assets.

C.
All Information Sharing Agreements must be approved by the Medical Center Attorney's Office.
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DAVID MENDEZ
Work Address:

Dep. of Health Management and Policy

School of Public Health

The University of Michigan

Ann Arbor, MI 48109

Ph. (734)647-0218

e-mail: dmendez@umich.edu

Home Address:

1202 McIntyre Dr.

Ann Arbor, MI 48105

Ph. (734)647-0420

ACADEMIC BACKGROUND
Ph.D. in Management Science/Operations Management. 1995. Department of Management, The Eli Broad Graduate School of Management, Michigan State University.  Minor fields in System Science, Econometrics and Information Systems. Dissertation title: "An Investigation of the Impact of Continuous Quality Improvements on Optimal Pricing.”

M.S. in Applied Statistics. 1990. Department of Statistics and Probability, Michigan State University.

M.S. in Operations Research/ System Science. 1987. Department of Electrical Engineering and System Science, Michigan State University.

B.S. in Civil Engineering (Cum Laude). 1985. Universidad Nacional Pedro Henriquez Ureña. Santo Domingo, Dominican Republic.

EMPLOYMENT
1997-        ; Assistant Professor, Department of Health Management and Policy, School of Public Health, The University of Michigan.

1997-1997; Visiting Assistant Professor, Department of Management, Eli Broad Graduate School of Management, Michigan State University.

1996-1996; Visiting Assistant Professor, Department of Management, Eli Broad Graduate School of Management, Michigan State University.

1995-1997; Paul A. Cornely Postdoctoral Fellow, Department of Health Management and Policy, School of Public Health, The University of Michigan.

1993-1995; Research Associate, Department of Public Health Policy and Administration,  School of Public Health, The University of Michigan.

1987-1993; Teaching and Research Assistant, Department of Management, College of  Business, Michigan State University.

1986-1987; Research Assistant, Comprehensive Resource Inventory and Evaluation System (CRIES) Project, Department of Resource Development, Michigan State University.

1984-1985; Computer Systems Consultant, METALDOM, Santo Domingo, Dominican Republic.

1981-1985; Computer Systems Manager, Natural Resources Management Project, Ministry of Agriculture, Dominican Republic.

PUBLICATIONS
Publications which have received peer review: 

Journal articles:
Narasimhan R., Ghosh S., and Mendez D. "A Dynamic Model of Product Quality and Pricing Decisions on Sales Response", Decision Sciences, 1993,24(5),893-908.

Warner K.E., Courant P.N., and Mendez D., “Effects of Residential Mobility on Individual Versus Population Risk of Radon-related Lung Cancer.”, Environmental Health Perspectives, 1995,103(12),1144-1149.

Warner K.E., Mendez D., and Courant P., “Toward a More Realistic Appraisal of the Lung Cancer Risk from Radon:  The Effects of Residential Mobility.”, American Journal of Public Health, 1996, 86(9), 1222-1227.

Narasimhan R., Mendez D., and Ghosh S., “An Examination of the Effect of Continuous Quality Improvements on Optimal Pricing for Durable Goods.”, Decision Sciences, 1996, 27(3), 389-413.

Forker L., Mendez D., and Hershauer J., "Total Quality Management in the Supply Chain: What is its Impact on Performance?", International Journal of Production Research, 1997, 35(6), 1681-1701.

Grabski S., and Mendez D., "Implementation of a Knowledge-Based Agricultural Geographic Decision Support System in the Dominican Republic: A Case Study", Information Technology and People, 1998, 11(3), 174-193.

Mendez D., Warner K.E., and Courant P.N., "The Effects of Radon Mitigation vs. Smoking Cessation in Reducing Radon-related Risk of Lung Cancer", American Journal of Public Health, 1998, 88(5), 811-1812.

Mendez D., Warner K.E., and Courant P.N., "Has Smoking Cessation Ceased? Expected Trends in the Prevalence of Smoking in the United States", American Journal of Epidemiology, 1998, 148(3).
Peer reviewed conference proceedings:

Narasimhan R., Ghosh S., and Mendez D. "A Dynamic Model of Quality, Durability, and Price Effects on Sales Response.", 1991.  Proceedings of the Decision Sciences Institute National Conference. Miami Beach, FL.

Grabski S., and Mendez D. "DREAGIS: A Knowledge-Based Agricultural Geographic Decision Support System for the Dominican Republic.", 1991.  Proceedings of the Decision Sciences Institute National Conference.  Miami Beach, FL.

Narasimhan R., and Mendez D. "An Investigation of the Effect of Product Durability on Monopolistic Pricing.", 1992. Proceedings of the Decision Sciences Institute Midwest Conference. Kansas City, MO.

Mendez D., and Grabski S. "Identification of Optimal Land Use Patterns through Linear Programming.", 1992. Proceedings of the Decision Sciences Institute National Conference.  San Francisco, CA.

Mendez, D., Narasimhan R., and Ghosh S. "Joint Determination of Optimal Price and Quality Policies for Durable Goods.", 1992.  Proceedings of the Decision Sciences Institute National Conference.  San Francisco, CA.

Narasimhan R., and Mendez D. "Investigation of Product and Process Innovation on Global Competitiveness of Firms.  A Comparative Study of U.S., European and Pan-Pacific Firms.", 1993. Proceedings of the Decision Sciences Institute National Conference. Washington, DC.

Forker L., and Mendez D. "Evaluating the Relationship Between Total Quality Management and Quality Performance.", 1994. Proceedings of the Decision Sciences Institute National Conference.  Honolulu, HI.

Narasimhan R., Mendez D., and Ghosh S. "Determination of Optimal Price Policies for Durable Goods Subject to Continuous Quality Improvements.", 1994. Proceedings of the Decision Sciences Institute National Conference. Honolulu, HI.

Mendez D., Narasimhan R., "Dynamic Interaction among Price, Quality, Durability and the Sales Rate in a Steady State Environment. A Theoretical Analysis." 1996. Proceedings of the Decision Sciences Institute National Conference. Orlando, FL.

Chapters of books:
Mendez D., and Grabski S. "DREAGIS: A Knowledge‑Based Agricultural Geographic Information System for the Dominican Republic." Chapter in the book Expert Systems in Developing Countries, Westview Press, 1992, 127-145.

Publications pending:
Journal articles under review:
Mendez D., and Warner K.E., "Smoking Prevalence in the Year 2010:  Why the Healthy People Goal is Unattainable"

Jacobson P.D., Mendez D., and Zellman G.L., "Physician Response to Prenatal Substance Exposure"

Mendez D., and Narasimhan R., “A Nested Optimal Control Methodology for Estimating Imputed Costs of Quality”

Mendez D., and Narasimhan R., "Dynamic Interaction Among Price, Quality, Durability and Sales Response:  A Theoretical Analysis."

Working papers:
Mendez D., Warner K.E., and Courant P.N., “The Impact of Declining Smoking on Radon-related Lung Cancer in the U.S.”

PROFESSIONAL MEMBERSHIPS
Decision Sciences Institute

The Institute for Operations Research and the Management Sciences.

Production Operations Management Society

RESEARCH GRANTS

Active:

* David Mendez (P.I.) and Ken Warner (Co-P.I.).  “The Impact of Smoking Control Policies on Future Smoking Prevalence and Health Status.” Robert Wood Johnson Foundation Substance Abuse Policy Research Program.  $263,330.
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ERIKA ENGELHARDT RN, BSN, MSI(LIS)

2290 Melbourne Ave. 1009

Dexter, MI  48130

(734) 424-0399

ehardt@umich.edu

POSITION OBJECTIVE

To apply my expertise in research/analysis, collaboratories/groupware, project and information management that will benefit an organization interested in future technologies for the health care industry.

EDUCATION

University of Michigan (U-M), School of Information:                      1997 - 1998  

Graduated with an MSI(LIS) focused on medical informatics.

University of Michigan, School of Nursing:                                          1994 - 1997 
Graduated Summa Cum Laude

Clinical Rotations:  Physical assessment and Med/Surg (VA Hospital);  Med/Surg (U-M Rehabilitation);  Pediatrics/Maternity (U-M Womens/Mott);  Adult Critical Care (U-M CICU, NICU, SICU, TICU);  Psychiatric Ward (U-M);  Clinical Integration (VA Hospital, SICU).  Have a strong background in nursing research, nursing process and nursing theory.

Washtenaw Community College:                                                            1992 - 1994
EXPERIENCE

University of Michigan Health System (UMHS) Office of Clinical Affairs Telemedicine Program

Ann Arbor, MI








 1999-current


Business Manager II:


Preparing business and implementation plans for the design, development, and 

             deployment of a telemedicine network for UMHS.

University of Michigan Health System Medical Center for Information Technology

Special Projects Department

Ann Arbor, MI








1998-1999

Computer Consultant I:

Prepared a grant proposal and business plan (NIST-ATP) for the UMHS Partnership Health initiative.  Currently synthesizing detailed project plans. 

University of Michigan Collaboratory for Research on Electronic Work  

Ann Arbor, MI    






             1998

Graduate Student Research Assistant:  

www.crew.umich.edu
Coordinate all activity between programmer and physicians; videotape physicians utilizing software then analyze data.  Interpret workflow and ease of use by physicians then interface with the programmer towards design/development and implementation of software changes that meet user needs.

Erika Engelhardt RN, BSN, MSI(LIS)
University of Michigan School of Nursing

Ann Arbor, MI







             1998

Graduate Student Research Assistant: 

www.umich.edu/~ehardt/hearth.htm
Coordination and participation in the design/development and implementation of a computer interface (a knowledge system) that allows breast and prostate cancer patients to access peer reviewed Internet sites, email amongst themselves and their nurses/physicians and access the CHESS module.  Wrote a grant proposal/business plan for funding from Intel's Healthcare Vertical.

University of Michigan Health System Comprehensive Cancer Center

Ann Arbor, MI







             1998

Graduate Student (Directed Field Experience):
www.cancer.med.umich.edu 

Initial analysis of cancer sites on the web for incorporation into UMHS CCC web site.  Designed and built a database for all reviewed web site data.  Built web surveys, distributed, and tabulated results.  Web sites are for patient education, see above URL.
University of Michigan Taubman Medical Library

Ann Arbor, MI                                                                                                         1997 - 1998

Graduate Student Staff Associate
             

             Performed selection of electronic journals; mediated searching (utilizing on-line; www; 

             subscription; and CD-ROM databases); reference librarian; exhaustive research of

             telemedicine web sites for HealthWeb (www.healthweb.org). 
Parke Davis/Warner Lambert, Competitive Intelligence                             

Ann Arbor, MI  



                                                    1996-1997
Information Analyst:   investigated and analyzed drug data and drug research.

Roy P. Simmons, MD (Internal Medicine and Cardiology)

Fort Lauderdale, FL                                                                                                  1991-1992

            Medical Assistant:  performed clinical assistance, laboratory testing and front office 

            paperwork.

Dave Hudson Designs Inc.
Pompano Beach, FL                                                                                                  1988-1991

             Administrator:  responsible for financial data, national sales and production aspects of 

             corporation.

University of Michigan  and University of Michigan Hospitals
Ann Arbor, MI                                                                                                          1981-1988

            Research Secretary III (U-M Transportation Research Institute):  provided secretarial 

            support for Associate Research Scientist and research team.  Wrote the departmental 

            policies and procedures manual.  Managed departmental budgets.

            Secretary III (U-M Center for Russian and East European Studies):  provided secretarial 

            support for Director and Administrator.

            Secretary II ( U-M Hospitals Material Management):  provided secretarial support for 3 

            Administrators and 11 Supervisors.

            Office Assistant II (Material Management):  participated in the implementation of 

            computerized inventory management and exchange cart system (containerized carts for 

            the distribution of medical/surgical supplies).

            Office Assistant (Material Management):  responsible for ordering and past due follow-

            up for the purchase of medical/surgical supplies.

Erika Engelhardt RN, BSN, MSI(LIS)

SKILLS/QUALIFICATIONS





Computer Proficient:  Win95, WinNT, Mac OS, Unix.

Programming:  HTML, SGML, Javascript, Perl, Cgi-bin.  Am learning XML.

Research Analysis:  data analysis of video, electronic mail, information via databases/ literature/Internet.
Communication:  writing, speaking, proposals, business planning, data flow, reports and patient advocacy/empowerment.

Interdisciplinary Team Member:  Goal-oriented with a track record of high achievement based on outstanding analytical problem solving/assessment and evaluation skills.  Ability to grasp the global and essential views.  Have participated in group projects as observer, team member, coordinator and participant.  Ability to plan, budget and organize any project.  

HONORS AND AFFILIATIONS

Sigma Theta Tau 1996

Phi Kappa Phi 1996
State of Michigan RN license  #4704214089
U-M School of Nursing James B. Angell Scholar 1996/1997 and Dean’s List 1994 - 1997

Washtenaw Community College Dean’s List 1992 - 1994

American Medical Informatics Association 1998 (earned 15 CEUs at the Nov. symposium)
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August 19, 1999

Robin M. Cummings
Contracting Officer, NLM

Dear Ms. Cummings,

I am submitting this letter in support of an application to the NLM made by the Telemedicine Office in our institution.
In particular I wish to clarify the commitment of my department to telemedicine in general and to the proposed project
in particular.

Consistent with the broader institutional goals and plans that identified telemedicine as a priority area for development,
Medical Center Information Technology (MCIT) fully supports the development of telemedicine. As evidence of this
commitment, MCIT has allocated a special budget to support a staff of three full-time technical personnel and several
assistants for the past two years to assist in the development and maintenance of telemedicine at the University of
Michigan Health System. The Special Projects unit at MCIT has assisted clinicians in the design and deployment of
several telemedicine projects, including pediatric acute care, adolescent psychiatry, radiology, and plastic surgery.

MCIT is fully committed to develop the appropriate infrastructure for implementing NGI capabilities. As explained in
the proposal to the NLM, work on upgrading the system is already underway, and we are committed to establish
broadband capability both internally and with our remote sites. MCIT is planning to deploy the upgraded infrastructure
and to support this in a productive environment. The Special Projects unit will continue to provide on-going assistance
to the clinical services incorporated in the NLM proposal. We are fully in support of building a full service statewide
telemedicine network, and I will work cooperatively with Dr. Bashur to assure its success.

Sificerely,

o% (D

Jocely DeWitt, Ph.D.
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